








TECHNICAL ASSISTANCE

When requested, the City shall provide technical assistance to groups that are representative of persons of
low- and moderate-income in developing proposals for the use of TXCDBG funds. The City, based upon the

specific needs of the community's residents at the time of the request, shall determine the level and type of
assistance.

PUBLIC HEARING PROVISIONS

For each public hearing scheduled and conducted by the City, the following public hearing provisions shall be
observed:

g

Public notice of all hearings must be published at least seventy-two (72) hours prior to the scheduled
hearing. The public notice must be published in a local newspaper. Each public notice must include the
date, time, location, and topics to be considered at the public hearing. A published newspaper article
can also be used to meet this requirement so long as it meets all content and timing requirements.
Notices should also be prominently posted in public buildings and distributed to local Public Housing
Authorities and other interested community groups.

When a significant number of non-English speaking residents are a part of the potential service area of
the TxCDBG project, vital documents such as notices should be published in the predominant language
of these non-English speaking citizens.

Each public hearing shall be held at a time and location convenient to potential or actual beneficiaries
and will include accommodation for persons with disabilities. Persons with disabilities must be able to
attend the hearings and the City must make arrangements for individuals who require auxiliary aids or
services if contacted at least two days prior to the hearing.

A public hearing held prior to the submission of a TxCDBG application must be held after 5:00 PM on a
weekday or at a convenient time on a Saturday or Sunday.

When a significant number of non-English speaking residents can be reasonably expected to
participate in a public hearing, an interpreter should be present to accommodate the needs of the non-
English speaking residents.

The City shall comply with the following citizen participation requirements for the preparation and submission of
an application for a TxCDBG project:

1

At a minimum, the City shall hold at least one (1) public hearing to prior to submitting the application to
the Texas Department of Agriculture.

The City shall retain documentation of the hearing notice(s), a listing of persons attending the
hearing(s), minutes of the hearing(s), and any other records concerning the proposed use of funds for
three (3) years from closeout of the grant to the state. Such records shall be made available to the
public in accordance with Chapter 552, Texas Government Code.

The public hearing shall include a discussion with citizens as outlined in the applicable TxCDBG
application manual to include, but is not limited to, the development of housing and community
development needs, the amount of funding available, all eligible activities under the TxCDBG program,
and the use of past TxCDBG contract funds, if applicable. Citizens, with particular emphasis on persons
of low- and moderate-income who are residents of slum and blight areas, shall be encouraged to
submit their views and proposals regarding community development and housing needs. Citizens shall
be made aware of the location where they may submit their views and proposals should they be unable
to attend the public hearing.



4. When a significant number of non-English speaking residents can be reasonably expected to

participate in a public hearing, an interpreter should be present to accommodate the needs of the non-
English speaking residents.

The City must comply with the following citizen participation requirements in the event that the City receives
funds from the TxCDBG program:

1.

The City shall also hold a public hearing concerning any substantial change, as determined by
TxCDBG, proposed to be made in the use of T*xCDBG funds from one eligible activity to another again
using the preceding notice requirements.

Upon completion of the TxCDBG project, the City shall hold a public hearing and review its program
performance including the actual use of the TxCDBG funds.

When a significant number of non-English speaking residents can be reasonably expected to
participate in a public hearing, for either a public hearing concerning substantial change to the TxCDBG
project or for the closeout of the TxCDBG project, publish notice in both English and Spanish, or other
appropriate language and provide an interpreter at the hearing to accommodate the needs of the non-
English speaking residents.

The City shall retain documentation of the TxCDBG project, including hearing notice(s), a listing of
persons attending the hearing(s), minutes of the hearing(s), and any other records concerning the
actual use of funds for a period of three (3) years three (3) years from closeout of the grant to the state.
Such records shall be made available to the public in accordance with Chapter 552, Texas Government
Code.

Rhonda Williams, Mayor Date



LA CIUDAD DE BLUE RIDGE
PLAN DE PARTICIPACION CIUDADANA
PROGRAMA DE TEXAS COMMUNITY DEVELOPMENT BLOCK GRANT PROGRAM

Nota a los receptores de subvencidn en relacion a requisitos de Dominio Limitado del Inglés:

De acuerdo con la ley federal hay un nimero significativo de poblacién gue son residentes y que no hablan
inglés y son afectados por el proyecto TxCDBG, estos ciudadanos deben tener "acceso significativo” a todos
los aspectos del proyecto TxCDBG. Para proporcionar "acceso significativo”, receptores de la subvencion
pueden ser utilizados para proporcionar servicios de interpretacién en las audiencias publicas o proporcionar
materiales no escritos en inglés que se proporcionan de manera rutinaria en inglés.

Para obtener mas informacion, consulte LEP.gov.

PROCEDIMIENTOS DE QUEJA

Estos procedimientos de queja cumplen con los requisitos del Departamento de Programa de Agricultura de
Texas Community Development Block Grant (TxCDBG) y los requisitos del gobierno local de Texas se
encuentran en 24 CFR §570.486 (Cédigo de Regulaciones Federales). Los ciudadanos pueden obtener una
copia de estos procedimientos en la Ciudad de (Direccion postal City of Blue Ridge, 200 S. Main, 200 S. Main,
Blue Ridge, TX 75424, (972) 752-5791, ( teléfono ) en horario de oficina.

A continuacion se presentan los procedimientos formales de quejas y quejas relativas a los servicios
prestados en el marco del proyecto TxCDBG.

1. Una persona que tiene una queja o reclamacion sobre cualquiera de los servicios o actividades en
relacion con el proyecto TxCDBG, o si se trata de una propuesta, en curso o determinado proyecto
TxCDBG, pueden durante las horas regulares presentar dicha queja o reclamo, por escrito a la Mayor,
a City of Blue Ridge, 200 S. Main, 200 S. Main, Blue Ridge, TX 75424, (972) 752-5791.

2. Una copia de la queja o reclamacion se transmitird por el alcalde a la entidad que es encargada de la
queja o reclamacién y al Abogado de la Ciudad dentro de los cinco (5) dias habiles siguientes a la
fecha de la queja o dia que la reclamacion fue recibida.

3. El alcalde debera cumplir una investigacién de la queja o reclamacion, si es posible, y dara una
respuesta oportuna por escrito a la persona que hizo la denuncia o queja dentro de los diez (10) dias.

4. Si la investigacion no puede ser completada dentro de los diez (10) dias habiles anteriormente, la
persona que hizo la queja o denuncia serd notificada, por escrito, dentro de los quince (15) dias
cuando sea posible después de la entrega de la queja original o quejas y detallara cuando se debera
completar la investigacion.

5. Si es necesario, la queja y una copia escrita de la investigacion posterior se remitiran a la TxCDBG
para su posterior revision y comentarios.

6. Se proporcionara copias de los procedimientos de queja y las respuestas a las quejas, tanto en inglés
y espafiol, u otro lenguaje apropiado.



ASISTENCIA TECNICA

Cuando lo solicite, la Ciudad proporcionara asistencia técnica a los grupos que son representantes de las
personas de bajos y moderados ingresos en el desarrollo de propuestas para el uso de los fondos TxCDBG.
La Ciudad, en base a las necesidades especificas de los residentes de la comunidad en el momento de la
solicitud, debera determinar el nivel y tipo de asistencia.

DISPOSICIONES AUDIENCIA PUBLICA

Para cada audiencia publica programada y llevada a cabo por la Ciudad/, se observaran las disposiciones
siguientes de audiencias publicas:

i

Aviso publico de todas las audiencias debera publicarse al menos setenta y dos (72) horas antes de la
audiencia programada. El aviso publico debera publicarse en un periédico local. Cada aviso publico
debe incluir la fecha, hora, lugar y temas a considerar en la audiencia publica. Un articulo periodistico
publicado también puede utilizarse para cumplir con este requisito, siempre y cuando cumpla con
todos los requisitos de contenido y temporizacion. Los avisos también deben ser un lugar prominente
en los edificios publicos y se distribuyen a las autoridades locales de vivienda publica y otros grupos
interesados de la comunidad.

Cuando se tenga un numero significativo de residentes que no hablan inglés seran una parte de la
zona de servicio potencial del proyecto TxCDBG, documentos vitales como las comunicaciones deben
ser publicados en el idioma predominante de estos ciudadanos que no hablan inglés.

Cada audiencia publica se llevara a cabo en un momento y lugar conveniente para los beneficiarios
potenciales o reales e incluirda alojamiento para personas con discapacidad. Las personas con
discapacidad deben poder asistir a las audiencias y la Ciudad/ debe hacer los arreglos para las
personas que requieren ayudas o servicios auxiliares en caso de necesitarlo por lo menos dos dias
antes de la audiencia sera ptblica.

Una audiencia publica celebrada antes de la presentacién de una solicitud TxCDBG debe hacerse
después de las 5:00 pm en un dia de semana o en un momento conveniente en sabado o domingo.

Cuando un numero significativo de residentes que no hablan inglés se registra para participar en una
audiencia publica, un intérprete debe estar presente para dar cabida a las necesidades de los
residentes que no hablan inglés.

La Ciudad deberd cumplir con los siguientes requisitos de participacion ciudadana para la elaboracion y
presentacion de una solicitud para un proyecto TxCDBG:

%

Como minimo, la Ciudad debera tener por lo menos un (1) audiencia publica antes de presentar la
solicitud al Departamento de Agricultura de Texas.

La Ciudad conservara la documentacion de la convocatoria(s) audiencia, un listado de las personas
que asistieron a la audiencia(s), acta de la vista(s), y cualquier otra documentacion relativa a la
propuesta de utilizar los fondos para tres (3) afios a partir de la liquidacion de la subvencion para el
Estado. Dichos registros se pondran a disposicion del publico, de conformidad con el Capitulo 552,
Cédigo de Gobierno de Texas.



3. La audiencia publica debera incluir una discusion con los ciudadanos como se indica en el manual
correspondiente de aplicacion TxCDBG, pero no se limita a, el desarrollo de las necesidades de
vivienda y desarrollo comunitario, la cantidad de fondos disponibles, todas las actividades elegibles
bajo el programa TxCDBG y el uso de fondos ultimos contratos TxCDBG, en su caso. Los ciudadanos,
con especial énfasis en las personas de bajos y moderados ingresos que son residentes de las zonas
de tugurios y tizén, se fomentara a presentar sus opiniones y propuestas sobre el desarrollo de la
comunidad y las necesidades de vivienda. Los ciudadanos deben ser conscientes de la ubicacion en la
que podran presentar sus puntos de vista y propuestas en caso de que no pueda asistir a la audiencia
publica.

4. Cuando un numero significativo de residentes que no hablan inglés se registra para participar en una
audiencia publica, un intérprete debe estar presente para dar cabida a las necesidades de los
residentes que no hablan inglés.

La Ciudad debe cumplir con los siguientes requisitos de participacién ciudadana en el caso de que la Ciudad/
recibe fondos del programa TxCDBG:

1. La Ciudad celebrara una audiencia publica sobre cualquier cambio sustancial, segin lo determinado
por TxCDBG, se propuso que se hara con el uso de fondos TxCDBG de una actividad elegible a otro
utilizando de nuevo los requisitos de notificacion

2. Una vez finalizado el proyecto TxCDBG, la Ciudad celebrara una audiencia publica y revisara el
desemperio del programa incluyendo el uso real de los fondos TxCDBG.

3. Cuando un numero significativo de residentes que no hablan inglés se puede registra para participar
en una audiencia publica, ya sea para una audiencia publica sobre el cambio sustancial del proyecto
TxCDBG o para la liquidacion del proyecto TxCDBG, publicara un aviso en inglés y espariol u otro
idioma apropiado y se proporcionara un intérprete en la audiencia para dar cabida a las necesidades
de los residentes,

4. La Ciudad conservara la documentacion del proyecto TxCDBG, incluyendo aviso de audiencia(s), un
listado de las personas que asistieron a la audiencia(s), acta de la vista(s), y cualquier otro registro
concerniente al uso real de los fondos por un periodo de a tres (3) afios a partir de la liquidacién del
proyecto al estado.

Dichos registros se pondran a disposicion del puablico, de conformidad con el Capitulo 5§52, Cddigo de
Gobierno de

Rhonda Williams, Alcalde de la ciudad Fecha












h. The complainant can request a reconsideration of the case in instances where he or she is
dissatisfied with the determination/resolution as described in f. above. The request for
reconsideration should be made to the City of Blue Ridge within ten working days after the
receipt of the written determination/resolution.

i. The right of a person to a prompt and equitable resolution of the complaint filed hereunder shall
not be impaired by the person’s pursuit of other remedies such as the filing of a Section 504
complaint with the U.S. Department of Housing and Urban Development. Utilization of this
grievance procedure is not a prerequisite to the pursuit of other remedies.

J. These procedures shall be construed to protect the substantive rights of interested persons, to
meet appropriate due process standards and assure that the City of Blue Ridge complies with
Section 504 and HUD regulations.

Rhonda Williams, Mayor Date



Under 5% Limited English Proficiency Plan - 7219014

A1010

Name Grantee: Blue Ridge
Community Population: 1,026
LEP Population: 25 individuals
2.7%
Languages spoken:
1) By more than 5% of the eligible population or beneficiaries | N/A
and has more than 50 in number;
2) By more than 5% of the eligible population or beneficiaries
but has less than 50 or less in number; or
3) By more than 1,000 individuals in the eligible population in
the market area or among current beneficiaries.
Program activities to be accessible to LEP persons:
w Public Notices and hearings regarding applications for grant funding, amendments to project activities, and
completion of grant-funded project
o Publications regarding TxCDBG application, grievance procedures, complaint procedures, answers to
complaints, notices, notices of rights and disciplinary action, and other vital hearings, documents, and program
requirements
a] Other program documents:

Resources available to Grant Recipient:

o Translation services:
o Interpreter services:
o Other resources:

Language Assistance to be provided:

o Translation (oral and/or written) of advertised notices and vital documents for:

o Referrals to community liaisons proficient in the language of LEP persons

u] Public meetings conducted in multiple languages:

o Notices to recipients of the availability of LEP services:

O Other services:

Signature - Chief Elected Official or Civil Rights Officer

Date

See also: http://www.lep.goviresources/2011_Language_Access_Assessment_and_Planning_Tool.pdf




Code of Conduct Policy of the City of Blue Ridge

As a Grant Recipient of a TxCDBG contract City of Blue Ridge shall avoid, neutralize or mitigate actual or
potential conflicts of interest so as to prevent an unfair competitive advantage or the existence of conflicting
roles that might impair the performance of the TxCDBG contract or impact the integrity of the procurement
process.

For procurement of goods and services, no employee, officer, or agent of the City of Blue Ridge shall
participate in the selection, award, or administration of a contract supported by TxCDBG funds if he or she has
a real or apparent conflict of interest. Such a conflict could arise if the employee, officer or agent; any member
of his/her immediate family; his/her partner; or an organization which employs or is about to employ any of the
parties indicated herein, has a financial or other interest in or a tangible personal benefit from a firm considered
for a contract.

No officer, employee, or agent of the City of Blue Ridge shall solicit or accept gratuities, favors or anything of
monetary value from contractors or firms, potential contractors or firms, or parties to sub-agreements, except
where the financial interest is not substantial or the gift is an unsolicited item of nominal intrinsic value.

Contractors that develop or draft specifications, requirements, statements of work, or invitations for bids or
requests for proposals for proposals must be excluded from competing for such procurements.

For all other cases, no employee, agent, consultant, officer, or elected or appointed official of the state, or of a
unit of general local government, or of any designated public agencies, or subrecipients which are receiving
TxCDBG funds, that has any CDBG function/responsibility, or is in a position to participate in a decision-
making process or gain inside information, may obtain a financial interest or benefit from the TxCDBG activity.

The conflict of interest restrictions and procurement requirements identified herein shall apply to a benefitting
business, utility provider, or other third-party entity that is receiving assistance, directly or indirectly, under a
TxCDBG contract or award, or that is required to complete some or all work under the TxCDBG contract in
order to meet the National Program Objective.

Any person or entity including any benefitting business, utility provider, or other third party entity that is
receiving assistance, directly or indirectly, under a TxCDBG contract or award, or that is required to complete
some or all work under the TxCDBG contract in order to meet a National Program Objective, that might
potentially receive benefits from TxCDBG awards may not participate in the selection, award, or administration
of a contract supported by CDBG funding.

Any alleged violations of these standards of conduct shall be referred to the City of Blue Ridge Attorney.
Where violations appear to have occurred, the offending employee, officer or agent shall be subject to
disciplinary action, including but not limited to dismissal or transfer; where violations or infractions appear to be
substantial in nature, the matter may be referred to the appropriate officials for criminal investigation and
possible prosecution.

Passed and approved this day of , 2019,

Mayor, City of Blue Ridge

These procedures are intended to serve as guidelines for the procurement of supplies, equipment, construction services and
professional services for the Texas Community Development Block Grant (TxCDBG) Program. The regulations related to conflict of
interest and nepotism may be found at the Texas Government Code Chapter 573, Texas Local Government Code Chapter 171,
Uniform Grant Management Standards by Texas Comptroller, 24 CFR 570.489(g) &(h), and 2 CFR 200.318









CITY OF BLUE RIDGE
RESOLUTION 2019-1203-003

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF BLUE RIDGE, TEXAS, ADOPTING
THE EXPRESSVOTE UNIVERSAL VOTING SYSTEM AS THE VOTING SYSTEM USED BY
COLLIN COUNTY AND THEREBY FOR THE CITY OF BLUE RIDGE ELECTIONS.

WHEREAS, on January 28, 2019, the Collin County Commissioners Court voted unanimously on
a new voting system for County elections; and

WHEREAS, as a contracting entity with Collin County Elections, the new voting system would be
used in all City of Blue Ridge elections; and

WHEREAS, the ExpressVote Universal Voting System will be used for Early Voting in person,
Early Voting by mail, Election Day voting, and Provisional voting in all future elections held in the
City of Blue Ridge and in Collin County.

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF THE CITY OF BLUE
RIDGE, TEXAS:

EXPRESSVOTE UNIVERSAL VOTING SYSTEM IS THE CHOSEN VOTING SYSTEM FOR THE
CITY OF BLUE RIDGE, TEXAS.

PASSED AND APPROVED THIS THE 3rd DAY OF DECEMBER, 2019.

APPROVED:

Rhonda Williams, Mayor

ATTEST:

Edie Sims, City Secretary
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1. A letter stating that the voting system and voting system equipment being acquired satisfy the applicable
approval requirements, and

2. A certified copy of the written order issued by the Secretary of State approving the voting system and voting
system equipment

Any contract not approved by the Secretary of State is void. If a contract is not approved, the Secretary of State shall
provide notice to the parties of the contract of the reasons that the contract was not approved. Executing a voting
system equipment contract without the approval of the Secretary of State constitutes a Class B Misdemeanor.

Section 2 - Adopting a Voting System (TEC Chapter 123, Subchapter A)

A voting system must be adopted for use in any one or more elections by resolution, order or other official action. The
adoption of a voting system may be modified or rescinded at any time. Additionally, the authority adopting the system
should indicate in their official adoption action whether they are adopting the system for use in early voting only,
regular voting on election day or both. The general custodian of election records is required to make any user or
operator manuals or instructions relating to the system available for public inspection.

Adoption of a Voting System occurs by the following authorities:

1. General Election for State and County Officers: Commissioners Court
2. Primary Elections: County Executive of Party holding the primary
3. All Other Elections
a. The Commissioners Court, if ordered by the governor or a county authority,
b. The Governing Body of the Political Subdivision served by the authority ordering the election.

Section 3 - Acceptance Testing (Texas Election Code (TEC Chapter 129.021)

If your entity has purchased or leased new voting system equipment from a vendor, the entity is required to perform
Acceptance Testing immediately upon taking delivery from a vendor of a new system or new equipment
components.

As part of the Acceptance Testing, the entity is required to do the following:

1. Verify that the system delivered is certified by the Texas Secretary of State.
a. To verify the system, the entity must compare the following to the certification order:
i. Model number and/or name of system.
ii. Software and/or firmware version.
2. Perform the following tests:
a. Hardware Diagnostic Test provided by 129.022(b), and
b. Logic and Accuracy (L&A) Test as provided by 129.023.
3. The entity MUST complete a system validation. Your vendor should provide you with specific instructions on
how to validate that software that is being installed and used on your voting system is the same software that
was certified by the EAC.

Section 4 - Election Set-up and Definition (TEC, § 125)

Prior to each election, there are a number of things you must do to properly configure your election systems. This
section provides guidance on the pre-election actions you must take to prepare for an election.

1. Setting up Equipment:

https://www .sos.state.tx.us/elections/laws/advisory2018-34.shtml 11/7/2019
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a. In order to prepare for an election you will need to program and configure the following equipment that is
used in your jurisdiction, if applicable:

i.
i.
ii.
iv.
V.
Vi,

Election management system software,

Electronic ballot marking devices,

Direct recording electronic (DRE) voting machines,
Precinct scanner,

Central Scanners,

Electronic pollbooks (e-pollbooks)

b. Establishing passwords and users -- As part of the set-up you should also:

ii,

Set different passwords for each election on your Election Management System and on your voting
system equipment, as applicable.
Set up different authorized users for the software, as applicable.
1. The number of users that have access to your election management system should be limited.
2. The names and access levels must be documented, tracked and preserved for the duration of
your entity's use of your electronic voting system.

2. Programming or Coding your Voting System Ballot
a. Ballot Programming may be completed in one of the following ways.

ii.

Programming by Authority that Owns or Adopts a Voting System

1. Programming or coding should be conducted in a secured location (129.051).

2. Programming or coding should be completed with two individuals present, if available. This is
to ensure that there is a witness to all actions taken with respect to the ballot.

3. Poll watchers are not permitted to be present for this process.

4. After the programming or coding is completed, you must store the electronic media or voting
system equipment in a secure location and/or in the presence of an election official (129.051
(b) and (c)).

5. Chain of Custody must be verified at each step of the process.

Programming by Vendor

1. If programming or coding is completed by vendor, you MUST track chain of custody of the
electronic media throughout the entire process.

2. If media is transferred between the entity and vendor via courier or commaon or contract
carrier, there MUST be a tracking mechanism in place for the transport process.

3. Upon receipt of the coded media, the entity must verify chain of custody for the transport
process, AND the entity must verify chain of custody with the vendor. To verify chain of
custody with vendor, you must have a document or tracking sheet signed by the last person to
handle the media before it was deposited in the mail or handed to a courier.

4. Upon taking delivery of media and verifying chain of custody, the coded media must be stored
in a secure location or in the presence of an election official (129.051(b) and (c)).

3. Proofing the Programming
a. After programming, you will need to proof the programming of your election for accuracy, and proofing
shall include, but not be limited to, the following:

i.
ii.
ii.
iv.
V.
vi.
vii.

https://www.sos.state.tx.us/elections/laws/advisory2018-34.shtml

Verifying races within each precinct;

Verifying precincts included in each ballot style;

Verifying candidates associated in each race;

Verifying party affiliation with candidates, if applicable;

Checking for all contests on ballot and verify that candidate/proposition spelling is correct:
Checking contest order;

Verifying the correct number of votes allowed for each race;

11/7/2019
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viii.
iX.
X.
Xi.
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Verifying that write-in positions are correct, if applicable;

If available, verifying the audio ballot; and

Verifying straight-party associations to appropriate candidates in applicable elections.
(e-pollbooks) Verifying that the election was set up correctly, and that voters are assigned to the
correct precinct/ballot style.

4. Back-Up Programming:
a. As part of your recovery plan, you will need to back-up your election programming at various stages of the
election definition process.

At a minimum, as soon as you finish the programming of your election and it's been locked down,
create a back-up copy for storage at a secure off-site location.

If another entity does your programming, keep your own back-up copy at a secure off-site location
that is in your control, not the programming entity’s control.

5. Security and Record Retention:
a. The election setup materials shall be secured by limiting access to the person or persons so authorized in
writing by the county clerk and/or election official.
b. Any audit logs and ballot definition files created shall be included with retention material for that election
as outlined in Retention of Election Materials in Section 12.

Section 5 - Voting System Testing (TEC, Chapters 125, 127 and 129)

Three types of voting system testing shall be performed for each election within a jurisdiction. The three tests are;

a. Hardware Diagnostic Test,
b. Logic and Accuracy (L&A) Test/Testing of Tabulation Equipment, and
c. Post-Election Audit (Partial Manual Count).

1. Hardware Diagnostic Test (TEC § 129.022):

a. The general custodian of election records shall commence the Hardware Diagnostic Test prior to the
election and allow time for each electronic voting device to be deployed, tested, repaired and/or replaced,
if necessary. Each device shall be tested to verify that mechanical components are working correctly. This
test shall include, but not be limited to, the following:

1.
ii.
iii.
iv.
v,
vi.
vii.
viii.
iX.
X.
Xi.
Xii.

All input and output devices;

Communications ports;

System printers;

System screen displays;

Boot performance and initializations;

Firmware and/or software loads;

Confirmation that screen displays are functioning;
Verify and adjust to correct date and time, if necessary;
Verify and adjust calibration, if applicable;

Confirm that the unit is cleared of vates;

Confirm that it is configured for the current election; and
Confirm that physical security devices are in working order (locks, seals, etc.)

2. Logic and Accuracy (L&A) Test/Test of Tabulation Equipment (TEC, § 129.023 and subchapter D,
Chapter 127)
a. The designated general custodian of election records shall conduct both a Logic and Accuracy Test and a
Test of the Tabulation Equipment.

https://www.sos.state.tx.us/elections/laws/advisory2018-34.shtml

11/7/2019
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b. Logic and Accuracy Test: Prior to the commencement of voting and no later than 48 hours before voting
begins on the equipment, the designated general custodian of election records shall conduct the public
Logic and Accuracy Test. NOTE: The Secretary of State (SOS) recommends conducting testing prior to
mailing out mail ballots to ensure there are no issues with how the ballot has been coded.

c. Testing Board: The designated general custodian of election records shall create a Testing Board
consisting of at least two persons. The general custodian of election records shall make every reasonable
effort to ensure that the testing board consists of at least one person from each political party that holds a
primary election. (129.023(a).

d. Notice Requirement: A public notice must be published at least 48 hours prior to the testing. This notice
must be published in the same paper you publish your election notice. The public Logic and Accuracy
Test shall be open to representatives of the press and the public. (129.023(b)).

e. Internal L&A Test: An internal L&A test should be done soon after the programming and proofing of your
election is complete. This will provide you time to make corrections as necessary and be better prepared
for the public L&A test.

f. Test Ballots — In preparation for the Logic and Accuracy Test, the designated general custodian of
election records shall design a method which directs the Testing Board to cast votes which will verify that
each precinct, ballot style, and contest position on the ballot can be voted and is accurately counted.

i. This can be done by marking test ballots or providing the Testing Board with some other form
identifying how each test vote shall be cast. NOTE: The SOS strongly recommends that you devise
your own test ballots, rather than using the test deck provided by the vendor.

ii. The test ballots for ballots that are read by a scanner must be prepared on the same ballot stock as
the official ballots.

g. The General Custodian of Election Records shall develop written procedures for the testing. The testing
shall include:

i. Overvotes and undervotes for each race

ii. Write-in votes, when applicable.

iil. Straight party votes and crossover votes, as applicable.
iv. Electronic processing of provisional votes, if applicable to the system being used (129.023(c)).

h. The testing shall be designed in a manner which provides a different number of vote totals for at least
three candidates in races with more than two candidates, or each candidate in races with exactly two
candidates.

i. The predetermined results must be pre-calculated from the test ballots to allow comparison after the
votes are tallied. (129.023(c)(10)).

i. An appropriate number of voting devices will be available and the Testing Board may witness the
necessary programming and/or downloading of memory devices necessary to test the specific precincts.

j. Prior to the start of testing, all devices used will have the public counter reset to zero and presented to the
testing board for verification.

k. Conducting the test:

i. Ballot Marking Devices and DREs:

1. Manual vote choices are made by entering the votes indicated on the Test Ballot or designed
form as stated above. To help prevent human error, all entries are made by a team of two
people. One person calls out the votes and one person enters. Both team members verify the
votes on the summary screen before the ballot is cast or printed.

2. To test the audio, at a minimum, one set of vote choices will be entered using the audio
feature. Both team members listen to the summary prior to casting or printing the ballot.
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ii. Ballot Marking Devices: Verify that the printed ballot reflects the choices entered on the Ballot
Marking Device. Also, if applicable, process the marked ballots with the scanning equipment
(precinct ballot scanner or central scanner).

ii. Scanner Based Systems (Precinct or Central Scanners) Scanning Equipment must be tested as
prescribed in Chapter 127, Subchapters D and F. Pursuant to Section 127.094(e) the design of the
test ballots must also include the design in subsection (f) above. '

iv. Accessibility Testing: For each feature of the system that allows disabled voters to cast a ballot, at
least one vote must be cast and verified by a two-person testing board team using that feature; this
includes, but is not limited to all audio functions, large font functionality, and sip-and-puff
functionality. As a reminder, all components should be checked during the Hardware Diagnostic
Test as well.

|. Other Testing Measures:

i. Modeming From Regional Substations: If you transmit results via modeming from regional central
counting stations to the main central counting station, test the transmission of results by modem, if
applicable.

m. Finalizing L&A Test:

i. When all votes are cast, the designated general custodian of election records and Testing Board
shall observe the tabulation of all test ballots and compare the results to the predetermined results.

ii. Atestis successful if the results report of the electronic voting system matches the predetermined
results. The voting system should otherwise function properly during the counting of the test ballots.

iii. Ifthe initial test is unsuccessful, the general custodian of election records shall prepare a written
record of what caused the discrepancy and what actions have been taken to achieve a successful
test. The record shall be retained with the test materials.

n. Verification: The Testing Board and the general custodian of election records shall:

i. Sign a written statement attesting to the qualification of each device that was successfully tested,
any problems discovered, and the cause of any problem if it can be identified, and

ii. Provide any other documentation as necessary to provide a full and accurate account of the
condition of a given device. We recommend that the number/characters of the seal attached to the
voting device at the end of the test should be included in the written statement.

1. The SOS has issued form AW 6-2. Certification of First Test of Autornated Tabulating
Equipment (PDF), for this purpose.
o. Record Retention:

i. Upon completion of the testing, the Testing Board shall witness and document all steps taken to
reset, seal, and secure any equipment or test materials, as appropriate; and the general custodian
of election records shall preserve a copy of the programming data used during the testing at a
secure location that is outside the administrator's and programming entity's control for the duration
of the preservation period related to that election day.

ii. Alltest materials, when not in use, shall be kept in a container with a uniquely identified tamper-
resistant or tamper-evident seal. The general custodian of election records and at least two
members of the Testing Board shall sign the seal. (129.024).

1. The designated general custodian of election records shall be the custodian of the container.

2. The container may not be unsealed unless the contents are necessary to conduct a test under
Chapter 129, Subchapter B or a criminal investigation, election contest, or other official
proceeding under the Election Code. If the container is unsealed, the general custodian of
election records shall reseal the contents when not in use. (129.024(c)).

3. The test materials shall remain sealed for the period for preserving the precinct election
records. (129.024(b)).
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p. Test of Tabulation Equipment: The tabulation supervisor and counting station manager of the central
counting station shall prepare and test the central accumulator system three times as required by Chapter
127, Subchapter D Times for Conducting Test. The test shall be conducted as part of the Logic and
Accuracy testing explained above.

i. Design of Test:

1. The test must be designed to determine whether the central accumulator system accurately
tabulates results from the electronic files used to count ballots voted in the election.

2. The electronic files created from the Logic and Accuracy testing for the election must be used
in the process of this test.

ii. Conduct of Test One:

1. The general custodian of election records shall publish notice of the date, hour, and place of
the first test conducted under 127.093(b) in a newspaper, as provided by general law for
official publications by political subdivisions, at least 48 hours before the date of the test. (This
is the same notice as your public L&A test.)

2. Internal Test: SOS Recommendation - An internal Test of the Tabulation Equipment should
be done soon after the programming and proofing of your election is complete. This will
provide you time to make corrections as necessary and be better prepared for the public test.

3. The first test is open to the public.

4. Verify that your system has been reset to zero and print out a zero report prior to performing
the test.

5. If the initial test is unsuccessful, the counting station manager shall prepare a written record of
what caused the discrepancy and what actions have been taken to achieve a successful test.
The record shall be retained with the test materials.

6. When a test is successful, the tabulation supervisor and counting station manager shall certify
in writing that a test was successful and the date and hour the test was completed. The
certification shall be retained with the test materials.

ii. Determining Success of Tabulation Test: A test is successful if a perfect count of the electronic
files, that contain the cast vote records (ballot images) and/or device results, is obtained and the
central accumulator system otherwise functions properly during the counting of the test electronic
files.

iv. Security of Test Materials: On completion of the test, the counting station manager or tabulation
supervisor shall place the test electronic files, or a copy of the test electronic files, and other test
materials in a container provided for that purpose and seal the container so it cannot be opened
without breaking the seal. The counting station manager and tabulation supervisor, and not more
than two watchers, if one or mere watchers are present, shall sign the seal or seal log, as
applicable. The watchers must be of opposing interests, when possible.

v. Custody of Test Materials: The counting station manager is the custodian of the test materials
until they are delivered to the general custodian of election records.

vi. Requirements for Test Two of Tabulation Equipment:

1. The second test shall be conducted immediately before the counting of ballots or
accumulation of vote totals begins on the equipment.

2. The Central Counting Station (CCS) Manager and the Presiding Judge shall verify that the
seal is intact on the secure container with the test materials.

3. After verification, the CCS Manager and the Presiding Judge shall break the seal and remove
test materials.

4. The test materials used for Test One shall be reused for Test Two. If the results from Test
Two match the results from Test One, it will be considered a successful test.
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5. If the test is successful, the Presiding Judge shall certify in writing that a test was successful
and the date and hour the test was completed. This certification shall be retained with the test
materials. (127.097)

6. The test materials shall be stored in a secure container until Test Three is performed.

vii. Requirements for Test Three of Tabulation Equipment.

1. The Third Test shall be conducted after the counting of ballots or accumulation of vote totals
has been completed.

2. The Central Counting Station Manager and the Presiding Judge shall verify that the seal is
intact on the secure container with the test materials.

3. After verification, the CCS Manager and the Presiding Judge shall break the seal and remove
test materials.

4. The test materials used for Test One and Test Two shall be reused for Test Three. If the
results from Test Two match the results from Test One, it will be considered a successful test.

5. If the test is successful, the Presiding Judge shall certify in writing that a test was successful
and the date and hour the test was completed. This certification shall be retained with the test
materials. (127.097)

6. Unsuccessful Test Three;

a. If the test is unsuccessful, the ballot count is void, and the testing authority shall prepare
a written record of what caused the discrepancy and shall repeat the test. If the test is
successful, the testing authority must document what actions have been taken to
achieve a successful test. The record shall be retained with the test materials.

b. If the testing authority is unable to achieve a successful test, the ballot count is void and
the ballots must be counted manually, if applicable or with an alternative type of
tabulating equipment

viii. Precinct Ballot Counters and DREs:

1. The Secretary of State has determined that it is not feasible to conduct the 2nd and 3rd test of
the Tabulation Equipment on precinct ballot scanners and on DRE as described in 127.152(b).
However you are still required to conduct to the test on any central accumulator used to
accumulate your election media and/or generate election results.

Section 6 - Polling Place Preparation and Procedures
The following procedures should be taken at the polling place:

1. General Procedures

i. Arrange the polling place to allow full view by presiding judge and election clerks of voting and voter
activity to guard against unauthorized access while protecting voter privacy.

ii. The voting equipment must be in sight of the presiding election judge and/or an election clerk at all times
while the election is being conducted.

iii. The election official shall periodically check for evidence of tampering on voting equipment during the
election. For example, make sure the uniquely identified tamper-resistant or tamper-evident seal is still
intact. (TEC § 125.005).

iv. Restrict/monitor physical access to equipment when the presiding election judge and election clerks are
not present.

v. Equipment Failure During Voting:
i. Procedures and plans shall be written for handling election day equipment failure, including backup
and contingency plans. (See TEC § 125.006 for further details).

https://www.sos.state.tx.us/elections/laws/advisory2018-34.shtml 11/7/2019



Electronic Voting System Procedures Advisory Page 9 of 19

ii. If a DRE malfunctions during voting and there have been votes cast on that machine, extra
precaution should be taken to protect the cast vote records (ballot images) and audit logs stored on
that DRE. Secure the equipment and document the chain of custody when transporting the
equipment to another location. (TEC § 125.008).

vi. Fleeing Voter:

i. When a voter begins the process of making ballot selections but leaves without casting a vote on a
DRE, a polling place official must cancel the electronic ballot and document the cancellation.

ii. When a voter leaves without fully depositing their paper ballot into the optical/digital scanner or
ballot box, this ballot must be treated as a spoiled ballot, and the presiding election judge or an
election clerk shall cancel the ballot and document the cancellation.

vii. Provisional Voter:

i. Provisional votes may be cast electronically on a direct recording electronic voting system only if the
system segregates provisional votes from regularly-cast votes on the election day precinct returns.
Verify that no conditions are listed on the Secretary of State certification document for your system
that would restrict the use of electronic provisional voting. (TAC § 81.176).

viii. Curbside Voter:

i. If the voter is physically unable to enter the polling place without assistance or likelihood of injury to
the voter's health, then the voter may vote at the curbside.

ii. A presiding election judge or election clerk shall deliver the voting device to the curbside voter.

iii. Make sure to allow the curbside voter the same privacy as a voter in the polling place
2. Opening the Polls
a. The presiding election judge shall verify and document the unique identifier (e.qg., serial number) of the
equipment delivered to the polling site.
. Look for evidence of tampering and document the time this was done.
Verify that the Public Count is "0" on each applicable device.
Check the accuracy of the date and time on applicable equipment.
Confirm that all units are open for voting, as applicable; and
At a minimum, print one zero tape from each applicable device, as follows:

i. The presiding election judge, an election clerk, and not more than two watchers, if one or more
watchers are present, shall sign the zero tape.

ii. Maintain zero tapes in a secure location to be returned with election materials (i.e., Ballot Box #4 or
other secure means designated by the general custodian of election records). NOTE: Certain
counties participating in the Countywide Polling Place Program that use the Hart eSlate have
a modified procedure regarding the printing of zero tapes. Please contact the SOS for a copy
of these procedures.

3. Closing the Polls

a. Verify and document the public count on applicable devices.

b. Verify that the public count(s) match the number of voters that have signed the combination form or
checked in for voting through an epollbook. If there is a discrepancy, the presiding judge should attempt to
determine the source of the discrepancy and document their investigation.

c. After the polls have been closed on election day, the precinct election officials shall print out, at a
minimum, three copies * of the results tape from each applicable device, and secure the voting device
against further use. (WARNING: Do not print out the results tape during Early Voting; this includes the last
day of Early Voting). NOTE: Certain counties that participate in the Countywide Polling Place
Program and use the Hart eSlate, have a modified procedure regarding the printing of results tape.
Please contact the SOS for a copy of these procedures.

-0 a0 T
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i. The presiding election judge, an election clerk, and not more than two watchers, if one or mare
watchers are present, shall sign the results tape(s).

ii. The copies of the results tape(s) shall be distributed as follows:

1. Envelope #1 that is delivered to the presiding judge of the canvassing authority;

2. Envelope # 2 that is addressed to the General Custodian; and

3. Ballot Box #3 (or other secure means designated) that is delivered to the general custodian of
election records, along with other election media and materials. *NOTE: Some entities may
opt to only print two copies of the results tape as two of the three copies are being returned to
general custodian.

iii. Lock and secure the voting equipment and other election material from any physical access to
prepare for transport.

d. Central Counting Station: For entities that have established a central counting station for the purpose of
counting or accumulating voting system results -- the results tapes that are printed at the polling place are
NOT considered the official precinct returns. The official returns will be prepared at the central
counting/accumulation station and certified by the presiding judge of the central counting/accumulation
station in accordance with Section 127.131 of the Texas Election Code.

e. Precinct Scanners: For additional procedures specific to Precinct Ballot Counters, please see Advisory
2017-17 — Updates to Voting System Procedures —Precinct Ballot Counters.

4. Early Voting Procedures.

i. Opening the polls procedures above also apply to the 1st day of early voting.

ii. Opening the polls on the 2nd thru last day of early voting shall be handled as follows:

i. Look for evidence of tampering and document the time this was done;

ii. Verify and document that the numbers on the public counter match the number of voters
documented on the early voting by personal appearance roster at the close of polls on the previous
day; and confirm that all units are open for voting.

iii. Suspending and securing the Polls during Early Voting by personal appearance, except for the last day.

i. Verify and document that the numbers on the public counter match the number of voters
documented on the early voting by personal appearance roster at the close of polls on the previous
day;

ii. Lock and secure voting equipment, so no additional votes may be cast on the voting equipment; and

iii. Restrict physical access to voting equipment.

iv. Early Voting: Secure Early Voting location at the end of each day and store the equipment in a secure
location to prevent theft or tampering after hours. If early voting clerk is unable to secure voting system
equipment at early voting location, the equipment should be returned daily to the early voting clerk’s office
and redeployed on a daily basis.

v. If the early voting device is being moved to another temporary location, the instructions listed in Section 9
of this document should be followed.

5. Closing the polls on the last day of Early Voting: Verify and document that the numbers on the public
counter match the number of voters documented on the early voting by personal appearance roster at the close
of polls on the previous day and be sure to:

i. Look for evidence of tampering and document the time this was done

i. DO NOT PRINT THE RESULTS TAPE (tape will be printed later at the central counting station); and

iii. Lock and secure the voting equipment and other election material from any physical access to prepare for
transport.

Section 7 — Central Accumulation Procedures (TEC, Chapter 127)

1. Election Night Verification for Central Accumulation System:
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a. As the media is loaded into a central accumulator, the election official shall verify that the vote totals on
the electronic media match the vote totals on the printed results tape, if applicable.

b. After uploading all precinct results to the central accumulator system, the election official must verify and
document that the central accumulator’s total number of votes cast in an election matches the number of
signatures on the combination form. If there is a discrepancy, the presiding judge of the counting station in
conjunction with the central counting station manager shall determine if a further audit is necessary.

2. Transferring Results from Secure Computer/Server

a. Any time data is transferred to another computer, the transfer may only occur with the following devices:

i. Single use DVD/CD,
ii. Single use, disposable, removable USB thumb drive, or

iii. Re-formatted, multi-use removable USB thumb drive.

b. In order to maintain the secure nature of the central accumulator, approved users should only use clean,
removable media devices. These device should not have been previously used on any other computers or
hardware. If they have been previously used, they must be properly reformatted each and every time they
are inserted into the secure, central accumulator.

3. Audit Logs from Central Accumulators:

a. All central accumulators certified for use in Texas elections maintain an internal audit log. Some of the
legacy systems still maintain a continuous feed audit log printer. These audit logs (both internal and
produced by continuous feed printers) are considered election records. They must be maintained with the
election records for the proper preservation period.

b. A full copy of the central accumulator's audit log must be printed after the tabulation of election results on
election night. If an entity is using a continuous feed audit log printer, the attached log will serve as this
required printed copy.

c. The printed copy of the log must be retained with the election records for the preservation period.

d. Poll watcher access to Audit Logs (1 TAC 81.62(g))

i. A poll watcher may request a printed copy of an audit log produced by a central accumulator:

1. Before any votes are tabulated,

2. After early voting results are tabulated, and

3. Immediately following the completion of the vote tabulation

ii. Once a request for a report has been made, the central counting station manager or tabulation
supervisor is required to print a copy of the audit log at the required time, and make a copy of it
available to any and all poll watchers that have requested a copy of the audit log. The CCS
manager should NOT remove or tear off the audit log maintained by any continuous feed audit log
printer, if one is being used with voting system in use.

iii. Poll watchers do not get to specify the format of the audit log produced on election night. The
central counting station manager has discretion as to whether to provide a copy of the audit log
printed from the internal logs or provide a copy of the audit log produced from the continuous feed
audit log printer.

1. If the central counting station manager opts to use the audit log from a continuous feed audit
log printer, then the poll watchers will only receive their copy of the log at the end of the night
as it is not feasible to provide a copy of the log at the intervals stated above. Tearing the
printed audit log to provide a copy to poll watchers would compromise the integrity of the audit
log.

4. Central Counting Station Plan (TEC 127.007): The manager of the central counting station is required to
establish and implement a written plan for the orderly operation of the central counting station. That plan must
be made available to on request not later than 5 p.m. on the fifth day before the date of the election. For details
on what should be included in the central counting station plan, please see Advisory 2017-18.
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Section 8 - Post-Election Audit (Partial Manual Count) (TEC, Chapter 127)

To ensure the accuracy of the tabulation of electronic voting system results, the general custodian of election records
shall conduct a manual count of all the races in at least one percent of the election precincts or in three precincts,
whichever is greater, in which the electronic voting system was used.

1. In a general election for state and county officers, primary election, or election on a proposed amendment to the
state constitution or other statewide measure submitted by the legislature, the Secretary of State shall notify the
election official, on the day after the election, of the selected precincts that must be manually counted. The
election official shall begin the manual count within seventy-two (72) hours after the polls close. (127.201(b)).

2. All Other Elections: The custodian shall select the precincts at random and shall begin the count not later than
72 hours after the polls close. The count shall be completed no later than the 21st day after Election Day.
(127.201(a)). Section 127.201(b) supersedes this section to the extent of a conflict.

3. The SOS will send out detailed instructions regard the partial manual count prior to the election it applies to.

See Advisory 2018-30 for additional details on the partial annual count.

5. Post-Election Verification for Central Accumulation System:

i. To ensure the accuracy of any central accumulation software used to accumulate vote totals from
electronic voting systems, the general custodian of election records shall conduct a post-election
verification of the same precincts and races selected for the partial manual count either by the general
custodian of election records or the Secretary of State, whichever is applicable.

ii. The general custodian of election records shall verify that the vote total(s) printed on the results tape from
the voting system equipment used at a given precinct or polling place matches the reports generated by
the central accumulation software.

ii. The general custodian of election records has the discretion to verify a greater number of precincts than
specified above.

iv. The reconciliation shall consist of a race-by-race comparison of the number of votes reported on the
precinct results tape to the central accumulator's unofficial election results report that was generated on
election night.

v. If there is any discrepancy in the comparison, the results tape from the precinct level shall constitute the
official results.

vi. Any political subdivision that utilizes modem transfer of election results from sub-stations to the central
counting station for the purpose of being combined with other such tabulations to produce complete
returns shall establish procedures to reconcile received tabulations to transmitted tabulations in order to
determine if any discrepancies exist. NOTE: Modeming results from a polling place location to the central
counting station is prohibited under Texas law.

>

Section 9 - Voting System Security

1. Personnel Security (TEC § 129.051(g)): Employees authorized by the county clerk or election official to
prepare or maintain the voting system or election setup materials shall be deputized by the county clerk or
election official for this specific purpose and so sworn, with the following oath, prior to the first election of the
calendar year in which they will be performing one or more of these activities

a. "l swear (or affirm) that | will faithfully perform my duty as an officer of the election and guard the purity of
the election.” (Section 62.003 of TEC)

2. Criminal Background Checks Required (TEC § 129.051(g)):

a. In accordance with Section 129.051(g) of the Texas Election code, the General Custodian of election
records shall conduct criminal background checks for all election officials, staff and temporary workers
who are engaged in pre-election programming, testing and preparing of the voting system equipment for
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Early Voting and Election Day. This does not include poll workers (election judges and clerks) assigned to
work election voting centers or precincts, but does include temporary workers hired to test, store, or
service voting equipment. Additionally, this includes all individuals that participate in both pre-election
Logic and Accuracy Testing and pre-election testing of the tabulation equipment.

b. A person having a criminal record is not automatically disqualified from working with electronic voting
equipment. However, the hiring entity should consider the nature of the crime(s) in determining whether to
hire or assign voting system duties to an individual with a criminal record. You may wish to consult with
your Human Resources Department to develop a policy similar to your governing body's regular
employment policy regarding persons with a criminal background.

c. If you contract with your vendor to program, test, or perform maintenance on the voting equipment prior to
an election, you may wish to require the vendor to certify that a criminal background check has been
performed on the necessary employees. We recommend that part of your agreement or contract with the
vendor include wording that they (the vendor) have performed that duty. Suggested language to include:

1. Company certifies that a criminal background check on all employees, including
temporary employees, that may program, test, perform maintenance, transport equipment, or
perform technical support on the voting system equipment for (name of entity) has been
performed. The Company has determined there are no findings that would prevent the employees
from performing their assigned duties.

d. Criminal background checks conducted through the Texas Department of Public Safety (“DPS") Crime
Records Service will provide information on arrests, prosecutions and the disposition of the case for
persons arrested for Class B misdemeanor or greater violation of Texas criminal statutes. This is part of
the Conviction Database that is extracted from the DPS Computerized Criminal History System ("CCH").
Election custodians will be required to create a secure online account via the DPS website to conduct
criminal history checks via CCHS. DPS has requested that each county elections custodian register the
county with the user name that fits this formula: “Name of Your County/Elections” (e.g. Upshur
County/Elections).

e, Elections custodians will be required to sign a User Entity Agreement and a User Acknowledgement
Agreement and fax completed documents to DPS. These documents will be presented to you online when
you register for an account. Print each document and follow the instructions provided online, but fax the
documents instead of mailing them as indicated on the website. When forwarding these documents,
include a letter on your county letterhead requesting access to the secured CCHS and stating that the
secured system search will be used in accordance with Texas Election Code § 129.051(q).

f. It can take up to four (4) weeks to establish an account, but once activated, authorized county personnel
will be able to conduct background checks as required by Texas Election Code § 129.051(a). If you need
assistance accessing the DPS website, please contact the DPS representatives at 512-424-2474.

3. Pre-Election Security Procedures:

a. Unique Identifier; All electronic media (e.g., USB drives, memory cards, compact flash card, PCMCIA
card, PEBs, voter card encoders, supervisor cards, and key cards) shall have an external permanent
unique identifier (e.g., numbers, letters, or combination of numbers and letters). The identifier can be
either etched or printed on a tamper resistant label. (Recommendation: include a barcode on the label,
which will make it more efficient to inventory). (TEC § 129.051)

b. Inventory: The general custodian of election records shall create and maintain an inventory of all
electronic information storage media.

c. Chain of Custody of Electronic Media: The general custodian of election records shall create a process
and maintain a procedure for tracking the custody of electronic information storage media from their
storage location, through election coding, through the election process, to their final post-election
disposition and return to storage.
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i. The chain of custody must utilize two or more individuals to perform a check and verification check
whenever a transfer of custody takes place.

d. Secure Storage of Election Media: The general custodian of election records shall create and maintain
a secured location for storing the electronic information storage media when not in use, for coding a
medium for an election, for transferring and installing the medium into the voting system equipment, and
for storing the voting system equipment once the election parameters are loaded.

i. An election information storage medium shall be kept in the presence of an election official or in a
secured location once the medium has been coded for an election.

ii. For each election, the general custodian of election records ar their assigned staff shall seal each
election information storage medium in its relevant voting device or container utilizing one or more
uniguely identified tamper-resistant or tamper-evident seals.

iii. A combined master identification of the voting device equipment, the election information storage
medium, and the seal(s) must be created and maintained.

iv. For election information storage medium that are device independent (e.g., PEBs, voter card
encoders,), these devices should be stored in a secured, sealed container and must also be
identified on a master log.

e. Chain of Custody of Voting System Equipment: The general custodian of election records shall create
a process and maintain a procedure for tracking the custody of the voting device equipment once the
equipment is loaded with an election definition.

i. The chain of custody must utilize two or more individuals to perform a check and verification check
whenever a transfer of custody takes place.

f. Recovery Plan: The general custodian of election records shall have in place a recovery plan that is to be
followed should there be an indication of a security breach in the accountability and chain of custody
procedures. The plan must include notifying the Secretary of State's office immediately. Any indication of
a security breach must be confirmed by more than one individual.

g. Training Plan: The general custodian of election records shall have a training plan for relevant election
officials and staff that addresses these security procedures and the relevant work instructions.

4. Storage and Transport of Voting System Equipment (TEC § 129.052):

a. The general custodian of election records shall adopt procedures for securely storing and transporting
voting device equipment. This shall include procedures that are to be used at locations outside the direct
control of the general custodian of election records, such as overnight storage at a polling location.

b. Secure storage must employ the use of uniquely identified tamper-resistant or tamper-evident seals and
logs, or other security measures that will detect any unauthorized access.

¢. For each election, the general custodian of election records shall create and maintain an inventory of
these items for each storage location.

d. The chain of custody must utilize two or more individuals to perform a check and verification check
whenever a transfer of custody takes place or where the voting devices have been left unattended for any
length of time. Particular attention must be given to the integrity of the tamper-resistant or tamper-evident
seals.

e. The general custodian of election records shall have a method of recording the names of the individuals
who transport the voting system equipment and materials from one site to another and the time they left
the sending site; and

f. A method of recording the time the equipment transporters arrived at the receiving site and the name of
the individual(s) at the receiving site who accepted the election equipment and material.

5. Restrict Access to Voting Systems (TEC § 129.053)

a. The general custodian of election records shall secure access control keys or passwords to voting system

equipment. Use of access control keys or passwords must be witnessed by one or more individuals

https://www.sos.state.tx.us/elections/laws/advisory2018-34.shtml 11/7/2019



Electronic Voting System Procedures Advisory Page 15 of 19

authorized to use that information. The use of an access control key or password must be documented
and witnessed in a log dedicated for that purpose that is retained until the political subdivision disposes of
the equipment.

b. The general custodian of election records must maintain these access control keys/passwords in a
secured and controlled environment.

c. The general custodian must utilize a form, letter or a list to document and indicate the following:

i. List of individuals that are given an access control key or password (based on duties, positions),

ii. What privileges they are given,

ii. When and where these privileges can be used, and

iv. An indication that the granting of access came from the general custodian of election records.

d. If an individual leaves, changes roles, or positions or no longer requires access, the documentation that
granted access to the individual needs to be updated and amended to remove the person'’s eligibility. Any
keys distributed should be collected and passwords should be changed as applicable.

e. Changes to the encryption keys and passwords are at the discretion of the general custodian of election
records, but it is advisable that this discretionary authority should not be delegated. However, the
individuals(s) that implement the change must have this “authorization to change" responsibility delineated
within their position descriptions(s). (Note the distinction relative to describing who may authorize a
change, who implements a change, and who has access but cannot change the passwords and
encryption keys.)

i. Where appropriate, the degree of access should be defined within each relevant position description
and maintained at that level within the election management system and/or equipment. This applies
where a voting system can limit an individual's access to certain menus, software modules, etc.

f. An access log should be developed and utilized to document access to any device, election media, or
election management system that requires the use of a password and/or encryption tool. If possible,
access should be witnessed by one or more individuals authorized to use such information.

i. The log should be retained throughout the life of the device or election management system.

ii. The general custodian of election records shall ensure the protection of the election tabulation
process by securing the premises where the vote tabulation is being conducted and not allowing
unauthorized and unescorted personnel to be in contact with tabulation equipment.

ii. The general custodian of election records shall have a training plan for relevant election officials,
and staff that address these security procedures and the relevant work instructions.

6. Prohibit the Use of Network Connections and Restrictions on Wireless Technology (TEC § 129.054):

a. No voting system shall be connected to any exterior communications network, including a connection to
the Internet.

b. A voting system may not have the capability of permitting wireless communication unless the system uses
line-of-sight infrared technology that shields the transmitter and receiver from external infrared
transmissions and the system can only accept transmissions generated by the system.

7. Restrict Usage of Voting System Computers (TEC § 129.055):

a. All voting system computer(s)/server(s) shall be restricted to the sole purpose of election administration,
and not used for other purposes.

b. Only the applicable operating system, commercial off-the-shelf software (COTS) needed for the election
process, and the certified voting software shall be loaded on a voting system computer/server,

c. Remote Access to a voting system computer/server is not allowed.

8. Plan for Machine Failure (TEC § 129.056):

a. The general custodian of election records shall create a contingency plan for addressing direct recording
electronic voting machine failure. This plan must include timely notification to the Secretary of State's
office.
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b. The plan should address the creation of emergency ballots, ballot boxes, transportation of voted ballots to
the custodian of election records, and securing of DREs.

Section 10 — Automatic Recounts (if necessary) (TEC, Chapter 216)

1. An automatic recount must be conducted in an election requiring a plurality vote when two or more candidates
for the same office tie for the number of votes required to be elected, unless the tying candidates cast lots to
resolve the tie or one of them decides to withdraw.

2. An automatic recount must also be conducted in an election requiring a majority vote if more than two
candidates tie for the highest number of votes or if two or more candidates tie for the second highest number of
votes to determine who will be the runoff candidates before resorting to casting lots in order to resolve the tie.

3. An automatic recount must be held if the candidates in a runoff election tie before the tying candidates can cast
lots to determine the winner.

4. The method of counting votes in an automatic recount is the same method of counting used in the election
that resulted in the tie vote.

5. In order to initiate an automatic recount, the presiding officer of the canvassing authority shall request the
recount in writing in the same manner as a recount petitioner, except that no deposit is filed with the request,
and the cost of the recount is covered by the political subdivision.

Section 11 — Requested Recounts (if necessary)

1. Requested Recount on DRE Voting Systems (Pursuant to TEC § 214.071):
a. The candidate requesting a recount may request that the recount be done electronically or manually.
b. For an electronic recount, the persons specifically permitted by law to be present at the recount are also
authorized to be present as the election media are reloaded into the central accumulator system.
c. Fora manual recount of a DRE election, the Recount Coordinator shall organize the printing of cast vote
records (ballot images) for the affected race or issue.

i. The Recount Coordinator shall notify the parties in the recount of the date, place, and time the
printing of cast vote records (ballot images) will take place.

ii. The full recount committee is not required to be present at the printing of cast vote records (ballot
images) and the Recount Chair shall determine how many members should be present. The
persons specifically permitted by law to be present at the recount are entitled to be present as the
cast vote records (ballot images) are printed and to have the same number of representatives as
allowed for the recount.

iii. If the manual recount does not take place immediately after the printing of the cast vote records
(ballot images), the printed cast vote records (ballot images) shall be locked and secured until the
recount takes place.

iv. A manual count of the printed cast vote records (ballot images) shall be conducted in the same
manner as a recount of hand-counted paper ballots.

v. After the recount is complete, the printed cast vote records (ballot images) shall be secured and
preserved for the appropriate preservation period for maintaining election records.

2. Requested Recount on Optical Scan Voting Systems (See TEC, Chapter 214, Subchapter C)

Section 12 — Retention of Election Materials

1. Records created as part of an election must be retained for twenty-two months. In addition to the instructions
provided in TEC § 66.058, electronic records shall be secured in a locked container sealed with one or more
uniquely identified tamper-resistant or tamper-evident seals that is logged. This includes, but is not limited to the
following:
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Logic and Accuracy Test and results;

Printed audits (Real-time audit log);

Forms;

Zero tapes;

Results tapes; and

Electronic Records:

1. Ballot definitions;

2. Cast vote records (ballot images), as applicable;
3. Audit logs; and

4. Election results.

2. The electronic files can be duplicated to another storage medium (ex. External hard drive, USB drive, CD, or
DVD) to meet the retention requirement and allow for the external memory store to be reused in the next
election. Whatever medium you choose, you must ensure that you will have the hardware and/or software
needed to read the data from the medium at a later date, if necessary.

3. A minimum of two duplicates of the electronic data must be retained, labeled and stored in a secure manner
where any opening could be detected, and each placed in a different locked area with restricted access.

4. A precinct ballot scanner used in early voting may be deployed for use on Election Day only if the system
provides the capability to retain a copy of the audit log(s) showing the activity during early voting.

5. The scanner system must provide the capability to view and print the audit log(s) as needed to retain the
records listed above.

6. A DRE used in early voting may not be re-deployed for use on Election Day.

7. Electronic data on a DRE, a DRE component and any external memory storage device used in
conjunction with a DRE shall not be cleared until a backup of the electronic records has been
performed. Also, the electronic data on a DRE and any external memory store shall be preserved for 10 days
after Election Day unless the DRE is required for another election before that time expires. If you need to use
the equipment before the 10 day wait period has expired, you will need to seek a written waiver from the
Secretary of State's office. If a written waiver has been issued, the results shall be preserved until the local
canvass of the returns containing the election results from the DRE is complete and a backup of the electronic
records has been done. Please email elections@sos.texas.gov to request your waiver.

8. A DRE shall remain secure if, before the security period prescribed above expires, the DRE's custodian
receives a request to maintain security of the DRE for an extended period. This request must be in writing and
signed by: (1) a person eligible to contest the election or obtain a recount; or (2) a public authority authorized to
conduct a criminal investigation involving use of the DRE in the election or a person designated by the public
authority to make the request.

9. For detailed instruction on how to back up your election records with your specific version of your vendor'
hardware and software, please contact your vendor for assistance.

- T o o T o

Glossary
Term Definition
Audit Logs Recorded information that allows election officials to view the steps that occurred
on the equipment included in an election to verify or reconstruct the steps followed
without compromising the ballot or voter secrecy.
Ballot Image Electronically produced record of all votes cast by a single voter. Also known as a

Cast Vote Record (CVR).
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Cast Vote
Record (CVR)

Central
Accumulator
System

Commercial Off-
The-Shelf
(COTS)

Data Storage
Device

Direct Recording
Electronic (DRE)

Election
Management
System

Firmware

Logic and
Accuracy Test

Permanent record of all votes produced by a single voter whether in
electronic or paper copy form. Used for counting votes. Also referred to
as ballot image when used to refer to electronic ballots.

Part of an Election Management System that tabulates and/or
consalidates the vote totals for multiple precincts/devices.

Commercial, readily available hardware devices (which may be electrical,
electronic, mechanical, etc.; such as card readers, printers, or personal
computers) or software products (such as operating systems,
programming language compilers, database management systems,
subsystems, components; software, etc.).

A device for storing data. It usually refers to permanent (non-volatile)
storage, that is, the data will remain stored when power is removed from
the device; unlike semiconductor RAM. Recording can be done
mechanically, maanetically, or optically.

Voting system that records votes by means of a ballot display provided
with mechanical or electro-optical components that can be actuated by
the voter, that processes the data by means of a computer program, and
that records voting data and cast vote records in internal and/or external
memory components. It produces a tabulation of the voting data stored in
a removable memory component and/or imprinted copy.

Set of processing functions and databases within a voting system that
define, develop and maintain election databases, perform election
definition and setup functions, format ballots, count votes, consolidate
and report results, and maintain audit trails.

Computer programs (software) stored in read-only memory (ROM)
devices embedded in the system and not capable of being altered during
system operation.

Testing of the tabulator setups of a new election definition to ensure that
the content correctly reflects the election being held (i.e., contests,
candidates, number to be elected, ballot styles, etc.) and that all voting
positions can be voted for the maximum number of eligible candidates
and that results are accurately tabulated and reported.
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KI:CA

PCMCIA

Public Counter

Results Tape

Voting Device

Voting System

Zero Tape

Personal Computer Memory Card International Association = a
portable computer card.

Counter in a voting device that counts the votes cast in a single
election.

A Results Tape is the tape that is printed when the polls close. It
is called a Results Tape since all contests and propositions are
listed and have the resulting votes next to each name or
question.

Any apparatus by which votes are registered electronically.

The integrated mechanical, electromechanical, or electronic
equipment and software required to program, control, and
support the equipment that is used to define ballots; to cast and
count votes; to report and/or display election results; and to
maintain and produce all audit log information.

A Zero Tape is the tape that is printed when the voting machine
is first set up at the polls. It is called a Zero Tape since all
contests or propositions should have zero votes next to each
name or question.
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